
1

Nanomaterials have the potential for significant and diverse 

impacts on human society.1 Better energy storage, more rapid 

computations and lower power consumption are but a few innova-

tions that can lead to considerable improvements in devices and 

products.2 Nanomaterials also have potential applications in the 

military and security sectors. Suggested developments include 

garments designed to increase soldier survivability3 and camou-

flage against thermal detection,4 as well as new weapons and 

surveillance technologies.5

This bulletin provides an introduction to possible military uses of 
nanomaterials and suggests some areas of concern, notably:

x Novel or poorly understood mechanisms of harm and new ways of 
applying force (e.g. using genetic markers as a tool for targeting) 
may challenge existing values, norms and instruments (e.g. the 
principle of humanity, the prohibitions on indiscriminate attacks 
and superfluous injury or unnecessary suffering, or on blinding 
laser weapons).

x At a conceptual level, certain developments could fall between 
the boundaries of multilateral weapons control instruments. This is 
because the use of nanomaterials can challenge the distinctions 
and categorizations by which regulatory instruments and control 
regimes are articulated (e.g. between conventional weapons and 
weapons of mass destruction). 

x At a practical level, certain developments may negatively impact 
disarmament and arms control. For example, nanomaterials or 
nanodevices (e.g. metal-less firearms, miniaturized weapons) may 
escape existing verification techniques. This may lead to a loss of 
trust in the effectiveness of multilateral weapons control regimes 
in securing international peace and security. 

Based on this, the paper recommends that High Contracting Parties 
to the Convention on Certain Conventional Weapons (CCW):

x monitor developments in nanotechnologies and assess how 
potential military uses of nanomaterials may challenge existing 
restrictions or prohibitions on weapons, or impact national and 
human security, peace and international security, arms control and 
disarmament;

x examine the how certain effects from nanomaterials should be 
considered in relation to existing Protocols of the CCW and make 
national interpretations where appropriate;

x explicitly include reference to nanomaterials in ongoing work, 
including in relation to weapons reviews in line with Article 36 of 
Additional Protocol I to the Geneva Conventions, and promote a 
precautionary approach to risks that such materials may present;

x cooperate with the Biological Weapons Convention (BWC), the 
Chemical Weapons Convention (CWC) and other relevant bodies, 
to ensure that nanomaterials are addressed by the legal regime 
appropriate to their effects;

x foster open dialogue and information exchange about military 
uses of nanomaterials and their potential impacts.

What are nanomaterials?

The prefix ‘nano’ means one thousand millionth of a metre (1 nm 
= 10-9 m).6  Nanoparticles occur naturally in the environment, such 
as in volcanic ash, and in some man-made substances, such as 
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x Nano-implants in soldiers, brain-machine interfaces and manip-
ulation of biological processes, for example to reduce fatigue, in-
crease reaction time or alter perceptions, emotions or thoughts.23

Possible adverse effects and risks

It has been argued that nanotechnologies may offer ‘[w]hole new 
classes of accidents and abuses’.24 Aside from wider social and 
ethical issues,25 key military and security concerns regarding the use 
of nanomaterials include:

x Novel biochemical agents or toxic substances that can be difficult 
to detect and counter, and enhanced delivery mechanisms, as 
well further miniaturization, could make the use of biological, 
chemical or nuclear weapons more feasible.26 An additional con-
cern relates to the possibility of using genetic markers to target 
specific groups or individuals.27

x Some nano-enhanced technologies may affect strategic stability, 
for example by giving a distinct advantage to the offence. This 
may weaken belief in deterrence, raise the risk of escalation and 
accidental war and lead to an arms race.28

x Certain military applications of nanotechnologies can undermine 
existing control regimes and mechanisms by calling into question 
categories and boundaries around which regulations are articu-
lated. The use of nanomaterials can challenge legal definitions of 
prohibited weapons or acts,29 thresholds based on calibre, quan-
tity, size or weight of an item,30 the distinction between conven-
tional weapons and weapons of mass destruction, and between 
ammunition/munitions and their means of delivery.31 The difficulty 
of detecting nano-engineered materials and devices (e.g. novel 
chemical agents or metal-free small arms) challenges transfer and 
proliferation controls and verification mechanisms.

x Nanoapplications offer the potential for inexpensive, ubiquitous 
and pervasive surveillance and intrusive methods of data gather-
ing, raising both human and national security concerns.32

x Nano-engineered surveillance devices and weapons, potentially in 
large quantities, would likely be within the reach of individuals or 
groups (whether commercial or politically organized), due to easy 
access to raw materials and knowledge, and because there is no 
need for large production facilities.33

Another key concern is that very little is known about the short- and 
long-term effects of nanomaterials and the possible negative and 
unintended side effects for humans and the environment.34 Nanopar-
ticles are able to traverse the gastrointestinal tract and lungs, and 
cross cell walls and the blood-brain barrier. Their unique charac-
teristics may lead to unusual toxic effects that are different from 
those seen at a larger scale, and can complicate their detection and 
removal from human tissue, the air, water or soil.35 Nanoparticles 
interacting with cells can disrupt cellular structures and/or processes 
essential for cell survival and induce DNA damage, which can lead to 
cancer or genetic abnormalities in reproductive cells.36 Risks may be 
gender- or generationally differentiated.37

Governance and regulation

A number of existing regulatory frameworks constrain military uses 
of nanomaterials. These include weapon-specific treaties already in 
place such as the 1925 Geneva Gas Protocol, the 1972 BWC and 

depleted uranium. What is new is the ability to deliberately create, 
manipulate or modify nanomaterials for specific ends.7 This is of 
interest because at nanoscale (below 100 nm)8 matter exhibits 
different reactive, optical, electrical and magnetic properties than at 
macroscale.

Nanomaterials also present profound challenges. Chemical, bio-
logical and physical properties merge at nanoscale, making some 
traditional regulatory distinctions uncertain. Furthermore, some 
materials are toxic at nanoscale even if their macro counterparts are 
not.9 Much has been written over the last decade about the regula-
tion of nanotechnologies in general, but comparably little attention 
has been paid specifically to military applications and weapons.10

This bulletin considers possible applications of nanomaterials for 
military or security purposes, including weapons and combat sys-
tems where one or more parts is manipulated artificially, or causes 
harmful effects, at nanoscale.

Current state of play

The total global, private and public, investment in nanotechnology 
research and development has grown rapidly since the early 1990s,11 
but research by the military remains mostly out of the public domain, 
although some states, including China, Germany, France, India, 
Israel, the Netherlands, Russia, Sweden, the UK and the USA are 
publicly investing in nanotechnologies for military purposes.12

The literature cites a large array of potential military applications of 
nanotechnologies, claiming advantages related to better detection 
and surveillance as well as improved stealth and camouflage, cost- 
and fuel-efficiency, increased accuracy of weapon delivery and scal-
ability of weapon effects, the greater destructive force of weapons 
as well as materials better able to withstand force. The bullet points 
below provide a partial list of some of the developments utilizing 
properties of nanomaterials (which may be at different stages from 
concept to development):13

x sensors that allow for improved reconnaissance, better sensory 
capabilities of weapons and munitions,14 and the detection, re-
duction and elimination of biological or chemical agents, or trace 
quantities of explosives;15

x pervasive, distributed nanoscale sensor nets with computational 
and wireless communication abilities (‘smart dust’), potentially as 
components of an autonomous weapon system;16

x missiles, artillery projectiles or mortar rounds with reduced mass, 
greater destructive force, increased penetration capability, tailored 
energy release, smaller size or improved accuracy;17

x lighter and smaller firearms made of nanofibre composites with 
low or no metal content, and ‘self-steering’ bullets equipped with 
optical sensors;18

x means of weapon delivery with reduced drag and increased 
payload and range,19 nano-enhanced miniaturized munitions, 
including for UAVs (drones), and nano- and micro-combat robots, 
enabling swarming;20

x improvements in solid-state and electric laser systems, making 
them mobile and readily deployable as a weapon;21

x novel chemicals and biological agents (potentially self-replicat-
ing);22
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application of the ‘no data, no market’ principle,55 whereas others 
promote the development of regulations or meta-regulatory tools to 
‘help ensure the technology achieves its potential for good’.56 The 
public (scientific) debate on potential risks and hazards has, how-
ever, largely ignored military uses of nanomaterials. Although states 
have a legal obligation under IHL to review the compatibility of new 
weapons, means or methods of warfare with their international legal 
obligations,57 such reviews suffer from well-known limitations and 
lack of implementation. There are also many open questions about 
their effectiveness when it comes to nano-enhanced weapons, means 
or methods of warfare.58

Many consider, therefore, that prompt action is required to govern the 
potential risks of nano-enhanced weapons and other military uses of 
nanomaterials. Proposals include:

x the creation of a new treaty or an arms control regime to devise 
limits and verification methods;59 

x amendments to existing instruments, notably the CWC and the 
BWC, or clarification of their provisions;60 

x clearer guidance and transparency for weapon reviews;61

x and the development of guidelines and scientific protocols to 
promote self-regulation by states and scientific communities.62

the 1993 CWC). Together, these instruments ban nanomaterials of 
known toxic chemicals or biological agents, as well as nano-sized 
devices designed to deliver them,38 except where intended for prophy-
lactic, protective or other peaceful purposes.39 A strong argument can 
also be made that the legal bans on biological and chemical weap-
ons extend to nanomaterials with novel properties that affect life pro-
cesses in ways analogous to known toxic chemicals and pathogens.40 
It has also been argued that using nanoparticles whose physical 
properties or accumulation in the human body injure at the cellular 
level without biochemical action, or nanorobots that are programmed 
to do this, may fall foul of the prohibition in international humanitari-
an law (IHL) on the use of poison and poisoned weapons.41

Furthermore, questions have been raised as to whether nanomateri-
als that are not readily detectable or removable from human tissue 
are compatible with the letter and spirit of 1980 CCW Protocol I, 
which prohibits the use of weapons that primarily injure by non-de-
tectable fragments;42 whether miniaturized missiles and similar explo-
sive projectiles run counter to the prohibition on the use of exploding 
bullets;43 whether nano-enhanced lasers raise issues under CCW 
Protocol IV on blinding laser weapons;44 whether small armed robots 
undermine the effectiveness of existing strictures on landmines;45 and 
whether a nanodevice that is designed to kill or injure and functions 
unexpectedly when a person performs an apparently safe act, such 
as breathing, violates the prohibition on booby traps.46

IHL also limits the use of nano-enhanced weapons, means and meth-
ods of warfare. Fighters are protected against weapons, means or 
methods of warfare of a nature to cause superfluous injury or unnec-
essary suffering or that render death inevitable,47 as may be the case 
with nanomaterial-induced health effects. Civilians ‘enjoy general 
protection against dangers arising from military operations’,48 which 
would include, for example, protection from hazardous nanoparti-
cles released into the environment as a result of the degradation of 
armour or as components of surveillance networks. They are also 
protected against attacks employing a method or means of combat 
whose effects cannot be limited as required by IHL, for example, due 
to the release of hazardous particles.49 Precautions must be taken 
against such effects, including in the choice of weapons and targets, 
so as to minimize the danger to civilians.50

Additional restrictions derive from states’ duties under international 
human rights and environmental law. Everyone is protected, at all 
times, against discriminatory targeting practices51 and acts of geno-
cide,52  which may be facilitated by the ability to target at the DNA 
level. In light of the release of potentially hazardous nanoparticles 
during security or military operations, states must take measures to 
effectively protect the rights to life, health and food.53 In this regard, 
measures to prevent environmental damage, including in armed 
conflict, will be particularly important. Nanotechnology-enabled 
surveillance possibilities call for measures by states to protect the 
right to privacy.54 States should also anticipate that the difficulty 
of detecting nanomaterials or nanodevices is likely to exacerbate 
existing accountability challenges, especially where applications are 
tested on or used among populations that have limited recourse 
against their effects.

Given the potential for serious negative consequences, it is widely 
accepted that a precautionary approach is essential. Views diverge, 
however, on what that implies in practice. Some argue for a strict 
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