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On 28 March 2019, the UK Government announced the awarding
of 2.5 million GBP for the development of ‘swarm squadrons of
network enabled drones capable of confusing and overwhelming
enemy air defences’.! Such swarms exhibit autonomous behaviour
and are pursued by several states, including to attack targets.
The prospect of ‘essentially unlimited numbers’ of weaponized
mini-drones has raised fears of ‘scalable weapons of mass de-
struction’.” The UK’s announcement thus lent a sense of renewed
urgency to ongoing deliberations on ‘lethal autonomous weapons
systems’ in the framework of the Convention on Certain Conven-
tional Weapons (CCW), especially as the UK continues to oppose
legal restrictions on autonomous weapons in that forum.?

Inspired by swarms of insects, flocks of birds and shoals of fish,
‘swarming’ as a military tactic can be traced back centuries.* More
recently, technological advances have enabled the pursuit of swarms
in the form of networked, mobile, autonomous munitions or robots
(including unmanned naval, ground or aerial vehicles (UAVs), also
called ‘drones’). Such swarms, composed of dozens, hundreds or
thousands of potentially very small units could find applications in
policing, counter-piracy, port security and similar operations.® But this
bulletin focuses on their potential applications in a military context,
where swarms could fulfil a range of missions, in offensive, defensive
and supporting roles.®

Defence analysts see the benefits of swarms mainly in their capacity
to overwhelm enemy capabilities by their sheer numbers, as well as
in their functioning as coordinated, distributed, autonomous systems.
Proponents argue that they would ‘bring greater mass, coordination,
intelligence and speed to the battlefield’.” To realize this vision of
swarm warfare, they propose new paradigms of military organiza-
tion and command and control. Among other issues, swarms thus
raise questions about the quality of human control over the use of
weapons and their effects — questions that intersect with the ongoing
debates on autonomous weapons and on armed drones.

This bulletin briefly summarizes reported military advances in swarm-
ing technologies as well as recent policy commentary on the topic. It
flags potential risks from the perspective of international and human
security and disarmament, and suggests some areas of concern.
Some of these are relevant to the CCW, a ‘hybrid treaty’ that sits at
the intersection of arms control, disarmament and humanitarian law:®

x Swarms implicated in the detection, selection and attack of
targets raise acute questions about human control over the use
of force, as well as pressing legal, ethical, security and other con-
cerns at the centre of the debate on ‘lethal autonomous weapons'.
The emergent behaviour of swarms and the proposition that a
single operator could control a potentially large swarm heightens
these concerns.

Swarms risk entrenching problems posed by the use of armed
drones in present practice, including the expansion of armed
force, patterns of humanitarian harm and challenges to the inter-
national rule of law.

Swarms could take different forms that may not fit well into exist-
ing legal categories, creating uncertainty about the legal ramifi-
cations of their use. To prevent swarm development from eroding
long-standing legal protections, states must reaffirm the central
values enshrined in existing law and actively seek to clarify the
legal and ethical boundaries in swarm development: agreed legal
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standards constraining autonomous weapons and armed drones
are needed.

x Ongoing multilateral efforts aimed at the control of (armed)
drones and autonomous weapons should attend to concerns
raised by the prospect of swarms. They should also be attentive
to how visions of swarm warfare may be drawn upon to undercut
weapons control efforts in other areas.

Current state of play

As a military concept, swarming — converging on a target from
different directions simultaneously, either with fire or in force — has a
long history.® In recent years, some military analysts have argued for
swarming to be recognized as a ‘doctrine in its own right’.’> Contem-
porary visions of swarm warfare draw on networked military forms

of organization and technological advances, notably in the fields

of information technologies, robotic systems, sensor networks and
artificial intelligence. Central to this idea is the deployment of myr-
iad, small, mobile, dispersed, autonomous units that are intercon-
nected.' From a US vantage point, the recent emphasis on swarms
following a period of heavy reliance on high-tech, precision-strike,
stand-off capabilities, is often explained as a way of countering
adversaries’ increasing capacity to deny US forces access to and
restrict movement within an area (anti-access, area-denial, A2/AD).*

Several militaries are working towards distributed, collaborative
systems of interconnected robots that can move and act as an inte-
grated entity capable of performing autonomously with only limited
human intervention.** Such projects aim to harness the power of
swarm intelligence — the collective, global behaviour that emerges
from the local interactions (sensing, communication, etc.) among
decentralized and self-organized units and between these units and
their environment.** The units in a swarm cooperate to achieve a
global task but operate without centralized control or global knowl-
edge.*® Even when the interactions of swarm units are governed by
simple control rules, the swarm as a whole can exhibit complex,
emergent behaviours.*

In contrast to present-day remotely piloted, larger drones, swarming
drones would be highly autonomous, flying themselves and coordi-
nating their actions to avoid collisions and maintain swarm cohe-
sion.'” One human operator could control an entire swarm as a single
entity. According to Paul Scharre, ‘[hJuman commanders will need to
control swarms at the mission level, giving overarching guidance, but
delegating a wide range of tasks to autonomous systems’. He argues
for a shift of human control to the swarm as a whole, respectively,

to the mission level,'® and explores several possible command and
control models.*

Swarms could be composed of identical units or incorporate units of
different types and sizes. These can, for example, consist of rotary

or fixed-wing UAVs, which could also collaborate with maritime or
ground drones, as well as with manned platforms. Such drones could
carry various payloads including jammers for electronic warfare,
sensors, tear gas or explosive warheads. They could be reusable (yet
expendable) or single-use. In a use of force context, swarms could
serve as ‘multiple unmanned platforms and/or weapons deployed

to accomplish a shared objective’.2° The number of units in a swarm
may vary, depending on its purpose. In current tests, swarms have

incorporated from a couple to over 1000 units, but size could poten-
tially extend further.

Analysts are discussing numerous potential applications of swarms
in naval, air and land warfare, independently and in cooperation with
other weapons systems. These include the following:

x Swarms could ‘act as agile mines to protect perimeters around
military assets’.” They also could serve to ‘conduct ... a siege by
targeting all vehicular traffic into or out of a populated area’.??

x  Swarms could ‘disperse over large areas to identify and eliminate
hostile surface-to-air missiles and other air defenses’,?® assist in
maritime interception or search for enemy submarines, aircraft
carriers, fighter jets or other high-value targets, and launch ‘satu-
ration assaults’ to overwhelm?* or ‘confuse, deceive or wear down
enemy defences’.”

x Swarms could blanket an area with multiple sensors®® and be
used for intelligence-gathering, surveillance and reconnaissance.?’
They could even be used to explore buildings and locate enemy
combatants or civilians in ‘cluttered and adversarial environ-
ments’.?®

x There could also be a role for swarms in acting as decoys with the
aim of disorienting and disrupting attacking forces or confusing
or jamming enemy radars, or to infiltrate command networks to
perform cyberattacks.?®

x Explosive ordnance detection and disposal, as well as medical
assistance and logistics resupply are also envisaged.*

Militaries expect a number of potential benefits from swarms. Ac-
cording to NATO, ‘swarms are scalable, tasks can be accomplished
more quickly and they allow access to a broader set of sensors and
tools’.®* By sheer force of numbers, swarms offer the potential to
‘saturate and overwhelm’ enemy defences when focused against

a single target or a few, or alternatively, disperse® to ‘expand the
total number of targets that a sortie could successfully take out’.**
Their numbers also mean that some units could be expendable, thus
able to ‘serve as decoys, soaking up defensive fires and distracting
attention from other swarm components’.>* Expendability depends
somewhat on their cost, however, a point on which analysts’ expec-
tations diverge.*® By acting collaboratively — particularly in different
functions such as electronic attacks, decoys and jamming alongside
kinetic strikes®® — proponents hope that swarms could ‘outsmart’
enemy forces. Whereas some commentators highlight that swarms
would be relatively ‘robust to failure’, due to their lack of a ‘critical
command unit’,*” others warn that swarms may be be particularly
vulnerable to electronic interference due to the need of swarms units
to communicate with each other.®

Though swarms have not yet been deployed in operations, they have
attracted significant investment, research and development in a num-
ber of states. Considerable hurdles remain, however, before swarms
could be viably fielded. Real-life conditions such as weather and wind
turbulence, as well as the difficulties of long-range communication,
can affect the performance of swarms, and questions remain over
the stability of larger or high-velocity swarms.*° Despite technological
advances, developing cost-effective means with the speed, agility
and range necessary for utility in combat operations remains a chal-
lenge. There are also unresolved conceptual and doctrinal issues,*
and there is resistance to unmanned platforms in some quarters

due to the (financial) resources their development and maintenance



diverts from manned systems, and because of deeper-ingrained
cultural attitudes of military personnel.”

In spite of these hurdles and the difficulty of determining the precise
pace and extent of technological developments due to military
secrecy, it appears from open-source material that several states
have made significant strides towards developing swarms of varying
sizes. The UN Secretary-General warned in a recent report that ‘the
widespread availability of [sophisticated remotely-piloted aerial
vehicles] with swarming or other autonomous functions is plausible in
the short term’:*?

x The US is thought to have been investigating the possibility of
drone swarms for over a decade.*® In 2018, the US Office of Naval
Research awarded a contract of nearly USD 30 million to Raythe-
on, a major defence contractor, for the development of swarming
UAVs as part of its LOCUST (Low-Cost UAV Swarming Technology)
programme.** This followed the successful in-flight deployment
in 2016 of a swarm of 103 Perdix micro-drones* that ‘displayed
collective decision making, adaptive formation flight, and self
healing’.*® The US Defense Advanced Research Projects Agency
(DARPA) has also been furthering its ‘Gremlins’ programme, which
‘seeks to show the feasibility of conducting safe, reliable opera-
tions involving multiple air-launched, air-recoverable unmanned
systems’, which will have ‘coordinated, distributed capabilities’.*”
In 2017, DARPA announced that its Collaborative Operations in
Denied Environment (CODE) project had demonstrated swarm
abilities to ‘adapt and respond to unexpected threats’ and that
their drones had ‘efficiently shared information, cooperatively
planned and allocated mission objectives, made coordinated
tactical decisions, and collaboratively reacted to a dynamic, high-
threat environment with minimal communication’.*® The US Office
of Naval Research CARACaS (Control Architecture for Robotic
Agent Command and Sensing) project has also shown progress
towards collective autonomy used for perimeter surveillance and
protection. In 2016, a 13-boat swarm with 1 human operator
demonstrated the ability to ‘identify, surround and harass an
enemy vessel with little human supervision’.*

X China, the leading manufacturer of small consumer drones, has
had significant successes in swarming technologies. In 2017, it
demonstrated the ability to launch the largest swarm to date —
1,108 individual drones, which appeared to operate with high
levels of autonomy and reportedly have the ability to self-repair.®®
Though no official figures are publicly available, China is thought
to be investing heavily in Al research and development, and the
Chinese Academy of Sciences is currently drafting the Artificial
Intelligence 2.0 Plan, which is expected to cover ‘big data, intelli-
gent sensing, cognitive computing, machine learning and swarm
intelligence’.!

x The European Union and a number of individual European states
have also dedicated research to the potential of swarms. The EU’s
efforts include the EuroSWARM project funded by the Europe-
an Defence Agency, under which researchers aim to ‘test and
demonstrate the efficient and effective operation of unmanned
swarm systems’.5? The UK’s Defence Science and Technology
Laboratory has for nearly a decade funded research and devel-
opment projects related to autonomy, including swarming and
autonomous navigation for unmanned systems.*® In February
2019, the UK’s Defence Secretary announced funding to ‘develop
swarm squadrons of network enabled drones capable of confusing

and overwhelming enemy air defences’.>* France and Germany
have awarded a €65 million contract to Dassault and Airbus for a
two-year study to progress their Future Combat Air System (FCAS)
programme, which envisages the development of a network of
swarming UAVs as well as next-generation aircraft and other weap-
ons.%

x According to David Hambling, the Republic of Korea, Israel, Turkey
and Russia are all also working on swarming capabilities.*®

Swarming technology has thus far been demonstrated in limited ways
in controlled spaces, and has not been tested in complex, challeng-
ing and rapidly shifting environments as could be expected in combat
or other operational situations. Nevertheless, DARPA has begun
research to allow for micro-drone swarm operations within urban
environments and built-up areas.®” Plans exist for the use of swarms
of explosive munitions in ‘contested environments’.% The ‘swarm at-
tacks’ with explosives-carrying drones by non-state armed groups that
made headlines last year,*® however, did not involve ‘swarms’ as un-
derstood in this paper, as the drones lacked the required inter-drone
coordination, communication and self-organization.

Adverse effects and risks

Swarms pose a host of questions and concerns, some of which
are also discussed in relation to autonomous weapons and armed
drones. Key issues include the following:

x Like other autonomous systems, swarms raise questions about
the quality and appropriate form of human control. Because there
is no universal model for understanding what emergent be-
haviours will arise from simple rules,® it is questionable whether
a person in charge of a swarm is able to sufficiently predict its
behaviour to make the required ethical and legal assessments
and be responsible for it.%* In the context of an armed conflict,
this lack of predictability poses a challenge to the protection of
civilians against dangers arising from military operations.® These
concerns are accentuated if swarms are to be used in populated
areas and inside buildings.

x Insofar as swarms partake in attacks (as defined under interna-
tional humanitarian law), for example by detecting, selecting or
applying force to targets, their use raises pressing ethical, legal
and other concerns.®® At an Informal Meeting of Experts on Lethal
Autonomous Weapons Systems (LAWS) held in 2016, the view
was expressed that swarms ‘would be inherently unpredictable’,%*
and that this unpredictability could be ‘exacerbated in situations
where multiple systems or swarms of systems interact’.%® In such
situations, experts argued, ‘it would be unclear how meaningful
human control could be maintained over the use of force’.%

x In addition, the prospect of a single human operator commanding
an entire swarm consisting of potentially large numbers of units®’
raises concern about the ‘cognitive load’ placed on individual op-
erators.% Urgent questions may arise about the health and human
rights of military personnel and others tasked with the control of
such systems.®°

x As with other advanced weapons systems, there is a concern that
swarms could be vulnerable to spoofing, manipulation, hijacking
and other electronic warfare attacks. The risk of such interferences
may be elevated for swarms, compared to other modern weapons
systems, due to their high degree of autonomy.”

x Swarms could also aggravate existing challenges raised by the



use of armed UAVs in present practice, notably in terms of harm
caused to individuals and communities and the lack of transpar-
ency, oversight and accountability surrounding their use.” Swarms
(of drones or munitions) could increase the potential for misuse,
undermine legal protections under international humanitarian and
human rights law, promote controversial surveillance and mass
data collection,’ further expand the use of armed force and erode
the international rule of law.”™

x Swarms may also pose challenges to international peace, security
and stability. Analysts have warned that increasing autonomy and
the accelerated pace of swarms could be ‘exceptionally danger-
ous and destabilizing’, lead to ‘flash wars’™ and increase conflict
instability. There is also a concern that swarms may induce a shift
in the ‘offense-defense balance’ that drives a destabilizing and
costly arms race™ and, by favouring the offensive, incentivizes
pre-emptive first strikes that would place additional strain on the
international rules for the maintenance of peace and security.™ Fi-
nally, commentators have warned that swarm technologies would
proliferate quickly,”” and that swarms of armed micro-drones
would also be accessible to non-state groups and individuals who
could produce them with widely available technologies.”

X Swarms, respectively their units, may not fit neatly into existing
regulatory categories. This creates legal uncertainty and contro-
versy” and raises questions about the capacity of existing law,
as applied in practice, to govern the development of swarms
while upholding the values that the law was made to protect.
Hambling points out that some small UAVs are ‘designed as
payload-carriers which could be fitted with a range of options on
a mission-by-mission basis, while also being capable of being
deployed to strike a target directly with a fixed explosive, making
the distinction between UAVs and loitering munitions an arbitrary
one’.8% In the context of arms transfer controls, Matthew Bolton
and Wim Zwijnenburg have raised questions about the legal
categorization of small drones, asking whether the ‘Switchblade’
(often mentioned in relation to future swarms), which is described
by the manufacturer as a ‘miniature flying lethal missile’ that ‘can
be operated manually or autonomously’®* should be considered
a ‘combat aircraft’, a ‘missile’ or a ‘munition’ for the purposes of
the UN Register of Conventional Arms and the 2013 Arms Trade
Treaty.®? Questions about legal categories also arise in the context
of international law applicable to air and missile warfare,®* and
considerable uncertainty persists in this regard in the area of mar-
itime law and naval warfare, creating controversy about the legal
ramifications of their use.®*

X Another concern relates to the promise of swarms to bring ‘mass’
back to the battlefield,®® with some analysts envisaging the de-
ployment of ‘billions — yes, billions - of tiny, insect-like drones’.%°
The prospect of ‘saturating’ territory with high numbers of small
explosive devices, ‘mining the airspace’ and ‘flooding’ zones and
buildings so that they are ‘seemingly, everywhere and nowhere at
once’®’ is alarmingly reminiscent of past practices that inspired
legal prohibitions on area bombardment, cluster munitions and
landmines due to their unacceptable humanitarian consequenc-
es.28 Indeed, plans exist to develop ‘a cluster payload’, which
can be launched from a guided multiple-launch rocket system
and would ‘consist of multiple deployable smart quad-copters
capable of delivering small explosively formed penetrators (EFP) to
designated targets’.2° The 2008 Convention on Cluster Munitions
places some restrictions on such developments, but many swarms
may not fall within its purview.*

x As a consequence of the renewed enthusiasm for ‘mass’ and ‘sat-
uration’, concern has arisen that swarms of explosive micro-drones
could pose a post-conflict risk to civilians when they fail to explode
as intended and become explosive remnants of war (ERW).**

This risk is exacerbated if swarms are used in densely populated
areas and inside buildings.®? Children could be at a particular risk
of harm from micro-drones resembling toys,®® as has been the
case with certain anti-personnel mines and cluster submunitions.
Insofar as swarm units fit the definition of ‘explosive ordnance’,
the 2003 Protocol V to the CCW and its Technical Annex set out
responsibilities regarding the prevention, recording, clearance,
removal and destruction of ERW and require precautionary mea-
sures for the protection of civilians. Maziar Homayounnejad points
out that if swarm units can be likened to (remotely delivered)
‘mines’, the stricter standards (on recording for example) of the
1996 revised Protocol Il to the CCW would apply.®

x Rather than being associated with cluster munitions, satura-
tion bombardments and minefields, however, swarms are more
commonly envisioned as enabling ‘mass-precision attacks’,*® with
proponents drawing inspiration from contemporary ‘targeted kill-
ings’ carried out with UAVs. This orientation raises concern about
the normalization of what is, from a legal and ethical standpoint,
a highly controversial practice.’® Similarly, scenarios of ‘slaugh-
terbots’®” — small, expendable, explosive weapons deployed in
swarms to attack individual people — elaborated by opponents
of autonomous weapons, call into question the long-standing
legal protection of combatants against exploding projectiles and
assumptions about what constitutes superfluous injury or unnec-
essary suffering.®® Even commentators dismissing ‘slaughterbots’
as fanciful fail to acknowledge the transgression of established
norms implied in these and similar swarm scenarios.®

Governance and regulation

Although swarms are clearly on the list of technologies militaries see
on the horizon,'® they have not, thus far, attracted focused attention
in multilateral weapons control fora.’* The UN Secretary-General’s
report on current developments in science and technology and their
potential impact on international security and disarmament efforts
mentions that ‘[g]roups of networked unmanned vehicles can act as
swarms’'® but does not expand further.

Scharre considers that many of the issues swarms raise ‘can be
addressed through better technology, concepts of operation or
training’.’® These include, for example, measures to ensure that a
sufficient number of operators are available to command a swarm,
as well as suitably designed interfaces, training to understand the
behaviour and limits of swarm automation in real-world environments,
as well as the modification of doctrine and organizational struc-
tures. 104

Other commentators see value in multilateral governance measures,
including regulations on swarms. Homayounnejad outlines how a
range of technical measures, including design stipulations to prevent
civilian harm from ERW caused by swarms of explosive munitions or
micro-drones, can be introduced either by applying CCW Protocol V,
the Convention on Cluster Munitions and/or instruments on landmin-
es directly to swarms, or by drawing on these treaties to elaborate
swarm-specific standards and criteria in national or international
instruments. Such standards could limit the size of swarms.® They



could also aim to prevent explosive drones of toy-like appearance, set
thresholds for reliability and detectability and specify required techni-
cal measures to reduce the risk of ERW and facilitate the location of
ERW and their safe clearance. Homayounnejad concedes, however,
that technical measures may run against the underpinning logic of
creating huge numbers of explosive drones at a low cost.'%

Efforts aimed at the control of armed drones and autonomous
weapons also have a bearing on swarms.'°” These are extensively dis-
cussed elsewhere and are only dealt with in a cursory manner here:

x In the framework of the CCW, a Group of Governmental Experts
currently debates ‘possible options for addressing the humanitar-
ian and international security challenges posed by emerging tech-
nologies in the area of lethal autonomous weapons systems’.'%® At
the core of the debate is the imperative to ensure human control
and accountability in the use force.’® Options under consideration
include the negotiation of a legally binding instrument stipulating
prohibitions or regulations on ‘lethal autonomous weapons sys-
tems’; a political declaration outlining principles for the use of au-
tonomous systems and promoting transparency; as well as various
proposals to promote compliance with international law through
practical measures, best practice guides and information-sharing
arrangements, including the promotion and harmonization of legal
weapons reviews. !t

x There is also growing interest in the elaboration of multilateral
standards on armed UAVs, which could have a bearing on swarms.
The UN Institute for Disarmament Research has recommended the
initiation of a transparent and inclusive multilateral process on this
issue,'* and the EU has urged the promotion of ‘a UN-based legal
framework which strictly stipulates that the use of armed drones
has to respect international humanitarian and human rights
law’.'2 The US is reportedly leading a process to further develop a
political declaration from 2016 for the export and subsequent use
of ‘armed or strike-enabled UAVs',' and efforts are underway to
ensure export control regimes and the Arms Trade Treaty ade-
quately capture existing and future armed drones, including drone
swarms.

More generally, swarms bring to the fore urgent questions about
appropriate spatial and temporal constraints on the use of force (and
surveillance), expectations in terms of human control and responsi-
bility in the use of (armed) force and our evolving understanding of
what is justifiable by military necessity and what constitutes unnec-
essary suffering or an affront to human dignity. Whereas a dedicated
political process specifically to control swarms may not be expedient
at this time, the many issues raised by swarms underscore the need
to collectively address these underlying concerns in weapons control
debates, and to do so in a manner that takes account of ongoing
efforts aimed at developing swarms.

The scenarios presented by both proponents and opponents of
swarms underscore the risk that long-standing normative constraints
on the use of force could be eroded. Only if states reaffirm, in deliber-
ations and practice, the values enshrined in existing laws and actively
seek to clarify the legal ramifications of new weapons technologies,
can procedures aimed at ensuring compliance with the law, such

as legal reviews of weapons, effectively contribute to the control of
weapons and to disarmament. Without this, existing legal criteria will
continue to ‘shift or soften’**® as new practices and technologies of

violence take hold. Clear, shared standards can help counter norm
erosion. Adopting regulations on autonomous weapons, defining lim-
its on the use of armed drones and agreeing on standards to respond
to the harms they cause would go a long way in addressing concerns
raised by swarms.

Finally, from the perspective of disarmament, the debate about
swarms highlights the need for a wider conversation on military ap-
plications of developments in science and technology. The portrayal
of swarms parallels the promissory discourse dominating discussions
on other emerging weapons technologies. A more critical, reflexive en-
gagement with developments in science and technology of relevance
to disarmament could help address patterns of harm from armed
violence, rather than perpetuating them with novel technologies.'*®
Proposed changes to military paradigms ‘necessitated’ by visions of
swarm warfare raise wider societal questions about how wars should
be fought in the future and what role technologies should play in that
regard. States should take the opportunity to share their views on
these questions in their submissions to the UN Secretary-General’s
updated report on recent developments in science and technology
and their potential impact on international security and disarmament
efforts. '
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