REGULATING

AUTONOMY

IN

WEAPONS

SYSTEMS




We are working to avoid a dehumanised future,
where machines can be tasked to kill and apply
force without people understanding or being fully
responsible for the consequences.

International discussions on ‘autonomy’ in
weapons systems are building a common
understanding of the prohibitions and other
obligations needed to preserve human dignity
and ensure meaningful human control. It is now
necessary to focus in detail on the specific
components of a solution.

This pamphlet provides a basic model of how a
treaty to address autonomous weapons could be
structured — and illustrates how that structure
responds to the problems that increased
autonomy in weapons systems raise.

For us, there are two key problems that we need
to work together to solve:

* firstly, which systems within the scope of
discussion are fundamentally unacceptable;
and

* secondly, how human control can be
maintained over the remaining systems in this
area, in order to adequately uphold both legal
obligations and more profound moral and
ethical principles.




AUTONOMOUS
WEAPONS
CHALLENGE
OUR VALUES

1. See analysis in Article 36 (2019) ‘Targeting people,” https://bit.ly/2Zuy4ch




A STRUCTURE TO REGULATE

AUTONOMY IN WEAPONS SYSTEMS

1. A BROAD SCOPE
OF TECHNOLOGIES

We are regulating systems that use
sensors to determine where and when
force will occur, without this being set
specifically by a person. So those
systems all fall within the outer
boundary here. Although there are
many different notions of ‘an autono-
mous weapon’ all of them are based
on this foundation. Within this broad
category, our structure of regulation is
going to prohibit certain ways of
functioning and apply broad rules for
the use of others.

2. NOT KILLING PEOPLE
WITH SENSORS

We then divide our category of sen-
sor-based systems into two — those
that use target profiles that represent
people, and those that don’t. Systems
that target people should be prohibit-
ed because they undermine human
dignity — we are not allowing
machines to identify people to be
subject to harm (whether these are
‘lethal’ systems or not).

OUTER BOUNDRY

ALL:SYSTEMS: THAT
APPLY:FORCE:BASED
ON:PROCESSING
SENSOR:INPUTS

SYSTEMS PROHIBTED BECAUSE
THEY TARGET PEOPLE

3. PROHIBITING SYSTEMS
THAT CANNOT BE CONTROLLED

Next we cut out systems that cannot
be effectively controlled. For example,
although they are not targeting
people, we still should not allow
systems that ‘set their own goals’, or
where the conditions under which
they will apply force can change
during use or where their functioning
cannot be explained. Prohibitions
and restrictive obligations on the
development and review of systems
will be needed to establish this line
— preventing systems that cannot be
used with meaningful human control.

4. ENSURING MEANINGFUL
HUMAN CONTROL OVER
WHAT IS LEFT

SYSTEMS PROHIBITED BECAUSE
THEY DO NOT ALLOW MEANINGFUL
HUMAN CONTROL

The systems that are left still use
sensors to determine specifically
when and where force will occur,
which presents significant challenges.
‘Positive obligations’ — rules on the
use of these systems — should require
users to control location, duration and
target specification, as well as other
aspects of design and use. This is
necessary to protect existing law

from erosion.

SYSTEMS SUBJECT
TO OBLIGATIONS ON
THEIR DESIGN AND USE




OUTER BOUNDARY: SYSTEMS THAT APPLY FORCE
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AUTONOMY IN WEAPONS SYSTEMS
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HOW THIS STRUCTURE ADDRESSES TERMINATORS!
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‘BLACK BOX’ SYSTEMS - for example

where target profiles are construct-
ed through ‘machine learning’, or
where target profiles might change
during the course of use, without
human approval. These would be
prohibited because their implica-
tions in a specific use could not be
sufficiently controlled.

DEFENSIVE SYSTEMS operating

at high speeds (e.g. missile defence
systems like Phalanx CIWS) would
be subject to positive obligations.
These would promote the sorts

of practices already used by

certain militaries.
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